
5TH ANNUAL AZPS MODEL OF 

UNITED NATIONS 
 

DELEGATE’s HANDBOOK  

 

  17th – 19th of February 2022



 

 
1 

 

 

Content Table 

 

 Letter from the chairs                                                           2 

 

 Introduction to the committee                                              3 
 
 

 Topic A: The Disarmament of Nuclear, Biological, And 
Chemical Weapons                                                             4 
 
 

 Key issues                                                                           5 

 

 

 Topic B: Cybersecurity and The Threat of Cyberwarfare   6 
 
 

 Key issues                                                                            7 
 
 

 Focusing Questions                                                              8                 

  

 

Disarmament and International Security Committee 



 

 
2 

 

 

 

Letters from the chairs. 
Greetings Honorable Delegates,  
Welcome to the 5th annual AZPSMUN!  
 
It is our distinct pleasure to welcome you to the 2022 Al Zuhour Private School 
Model United Nations (AZPSMUN) that will take place on February. As your 
committee’s chairs, we are excited to meet all of you and listen to all your creative 
opinions and inquisitive questions. In this MUN, you will have the opportunity to 
meet students from different schools with diverse backgrounds and different ways 
of thinking. You will have a breathtaking experience and intense debates with your 
fellow delegates.  
 
DISEC main purpose is to maintain world peace around the world and to discuss 
important matters that could affect nations of the entire world negatively, it will be 
a quite challenging experience at first because this will be the first DISEC 
committee in the AZPSMUN, but we hope that you all can have fun while learning 
new facts and to maintain this committee through the following years. 
 
In the end, we cannot wait to have a conference filled with Fruitful debates and 
stimulating resolutions especially because the DISEC committee will be a new 
experience to almost all of the involved and we hope that we can make it live up 
to your expectations. Be well prepared and if you have any questions, please don’t 
hesitate to ask us! 
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Introduction to the committee. 

 

The History of DISEC. 

 

The Disarmament and International Security Committee (DISEC) was established 
in 1946, after the end of WWII, in light of the events in Hiroshima and Nagasaki, 
the first resolution by DISEC was created to address international concerns for the 
“Establishment of a Commission to Deal with the Problems Raised by the 
Discovery of Atomic Energy.” 
 

DISEC’S purpose. 
 

The purpose of DISEC is outlined in Chapter IV, Article 11 of the United Nations 
Charter which states, “The General Assembly may consider the general principles 
of cooperation in the maintenance of international peace and security, including the 
principles governing disarmament and the regulation of armaments and may make 
recommendations with regard to such principles to the Members or to the Security 
Council or to both”. 

Mandate and power of DISEC.

Since the first Resolution passed on 24 January 1946, DISEC has broadened its 
mandate from just nuclear weapons to all types of disarmament and threats to 
international peace. Recently, DISEC has been focused on combating cyber 
warfare, limiting the illicit arms trade, and preserving peace between various 
states. 

When addressing any issue, the members of DISEC strive to preserve global peace 
while respecting the rights and sovereignty of countries and regional interests. 
Finally, although DISEC can’t mandate any specific local action, its suggestions 
are frequently considered and acted upon by the UN Security Council. 
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 Topic A: The Disarmament of Nuclear, 
Biological, And Chemical Weapons. 

 

Nuclear weapons are tools of mass destruction, carrying the ability to wipe out entire 
cities, with long-lasting devastating effects such as toxic radiation. Even though to 
date, nuclear weapons have only been used twice in combat, over 13,000 remain 
ready, posing a threat due to their mere existence. Disarmament is an excellent form 
of protection against these weapons, but it has proven very difficult to apply. 

 

Biological weapons, often used by non-state actors, operate by releasing toxins and 
harmful microorganisms such as viruses. These weapons can be lethal and highly 
contagious, with the ability to harm humans, animals, and plants. The United Nations 
has strived to abolish such weapons since its founding. 

 

The Commission was to make proposals for, inter alia, controlling atomic energy 
only to the extent necessary to ensure its use only for peaceful purposes. The 
resolution also decided that the Commission should make proposals for abolishing 
all weapons capable of mass destruction. The United Nations has sought to eliminate 
such weapons ever since its establishment.  

 

There have been many resolutions made by the UN through the years to disarm the 
use of Nuclear, Biological, and chemical weapons. 
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Key Issues: 

 
Lack of Universality 

 Lack of universality is failure to achieve compliance between countries on a single 
cause, in this case being disarmament of nuclear, biological, and chemical 
weapons.  

Because of the difficulty in verifying compliance, concerns about the violation of 
Biological Weapons Convention prohibitions have persisted throughout the 
Convention's history. At several review conference States Parties have openly 
accused others of cheating. Thus, during the Third Review Conference, in 1991, 
Australia, the United Kingdom, and the United States accused the Soviet Union of 
having developed biological weapons. There have been a few high-profile cases 
where states have developed biological weapons even after making commitments 
under the Biological Weapons Convention. 

 NSA (Non-State Actors) 

“An individual or organization that is not allied to any particular country or state” 
non-governmental organizations (NGOs), such as armed groups or criminal 
organizations such as drug cartels, terrorist groups, and paramilitary groups, Such 
Non-State Actors threaten or resort to violence to achieve their goals, they largely 
vary in size, methods, and intentions. 

The potential misuse of life sciences  

 The risks of it include not only unintentional or accidental exposure to hazardous 
biological material, but also the intentional misuse of such materials or related data, 
knowledge, and technologies. Examples of it include research on vectors to deliver 
genetic material, on brain-enhancing drugs and technologies, on cell toxins for 
cancer treatment, or on gene drives for altering insect populations. 
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Topic B: Cybersecurity and The Threat of 
Cyberwarfare. 

 

 

 With dependence on technology and the use of cyber-spaces growing exponentially 
in recent years, cyber-security has become a great concern, as cyber-attacks are more 
dangerous than ever. Such attacks carry a huge array of risks, potentially 
compromising the entire country’s national security. 

 

 Cyber-warfare is an attempt to access or sabotage the information of another 

organization, usually done in the form of malicious software, Denial of service 

attacks (DDoS) and acquisition of metadata. These attacks are carried out by many 

different organizations, such as nation-states, proxies, and intelligence agencies. 

 

The internet has become a crucial tool for military agencies and government archives 
all around the world further increasing the need for advanced encryption techniques 
and cyber-security protocols to protect national security and confidentiality of such 
data. 

 

With malicious software and cyber-attacks developing rapidly, it is highly crucial to 
secure and protect our private data. As information is becoming the new most 
valuable currency, ensuring its security is essential. 
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Key Issues: 
 

Ransomware 

 It is a data-encrypting program that demands payment to release the infected data. 
The overall sum of ransom demands will have reached $1.4 billion in 2020, with an 
average sum to rectify the damage reaching up to $1.45 million.  Ransomware is the 
third most popular type of malware used in data breaches and is employed in 22% 
of the cases.  

The US has been attacked this year by hackers that had compromised COVID-19 
research data and demanded $1.14 million from The University of California, 
attacked the photography giant Canon and were even responsible for lethal incidents. 

Social Engineering 

 A technique used by scammers and hackers where they pretend to be someone to 
gain access to specific passwords or information. 

The most countries that are affected by it are the US, France, and New Zealand, 
they get scammed, information stolen and even blackmailed. This problem has 
been increasing for the past decade. 

Third party software 

The top 30 ecommerce retailers in the US are connected to 1,131 third-party 
resources each and 23% of those assets have at least one critical vulnerability. If 
one of the applications within this ecosystem is compromised, it opens the hackers 
a gateway to other domains.  

According to Verizon, web applications were involved in 43% of the breaches and 
as much as 80% of organizations experienced a cybersecurity breach originating 
from a vulnerability in their third-party vendor ecosystem.  
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Focusing Questions: 

 

 

 How is the disarmament of nuclear, biological, and chemical 
weapons being enforced in your country? 
 

 How is your country improving the laws and regulations of nuclear, 
biological, and chemical weapons? 

 

 How is your country cooperating with other countries to combat 
Lack of Universality? 
 

 What has your government done to protect its citizens from cyber 
threats? 

 

 What are the repercussions that citizens face in your country if they 
are caught committing a cybercrime? 
 
 

 What has your country done to enhance cybersecurity laws? 
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GOODLUCK 
DELEGATES! 
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